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the devices running them in such a way that the device is
eco-friendly and aids to the smart behavior of a city. For
smart software to increase the functioning and sustainability
of a smart city as a whole, the devices with smart software
must contribute to the entire system. As software systems are
vulnerable to threats, the smart city should be prepared for
such attacks and breach of security. The current paper
investigates these issues of security and integrity related to
the smart software and gives a conclusion as to whether
smart software create more problems than they solve.
In section III we briefly introduce how smart software
can be used to aid the functioning of the smart city as a
whole. In section IV we address the problem domain in this
paper – the issues of privacy and security with the use of
smart software and in section V, we present a security model
for the smart city. Based on the points we mention in these
sections, we lead ourselves to the conclusion that smart
software should only be used when proper security can be
guaranteed over the network as well as in the software’s own
local operation.

Abstract—Throughout the evolution of cities, the very
structure of what defines a city has been changing. There has
been a huge amount of advancement from the ancient
settlements to modern metropolitans and now the next step in
the evolution of cities is here – smart cities. Smart cities have
come up to counter act the ills of the industrial cities that
produce a many bad side effects. Smart cities have been known
to be environment friendly, better organized, have better
mobility, and a more competent economy. In meeting these
necessary objectives, the role of software can make the smart
city more integrated and functional as a whole. But the use of
smart software, as we call it, can pose problems pertaining to
the security and integrity of the smart city’s data and privacy.
Therefore the need arises to understand and evaluate the
concerns of security and privacy that come up with smart
software before they can be used in full scale. This paper
concentrates on these issues.
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I.

INTRODUCTION

II.

The evolution of cities has been taking a toll on the
environment as the human population and its needs have
been increasing and so the pressure on nature has been everescalating. In today’s world, sustainability is a major issue
because if we continue to exploit resources and services
without any thought about the generations that will follow
us, the future of the human race may no longer have enough
resources to live by. Today, industrial development is as
important as environmental issues; safety is as important as
saving time; continuous availability of resources is as
important as not exploiting them and so on. To match both
sides of the scale, the citizens of principal cities across the
world have to become more informed and responsible as the
world moves from being a world of industrial cities towards
one that comprises smarter cities that are more
environmentally
stable,
resourceful,
interconnected,
intelligent and instrumental [1] towards building a world that
is as industrially powerful as sustainable. That is, we have to
meet alter our present ways of life to satisfy the needs for
securing the future. With the cities progressing towards
smarter societies, the world’s information and
communications technology (ICT) is also advancing and in
turn, a class of software is ushering itself into the IT sector
today called ‘green software’ or ‘smart software’. The
primary role of smart software is to enable the functioning of
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CONCEPTS

We term the computer software that use smart computing
technologies to make the critical infrastructure components
and services of a city––which include city administration,
education, healthcare, public safety, real estate,
transportation,
and
utilities––more
intelligent,
interconnected, and efficient [2] as smart software. A smart
city is an instrumented, interconnected, and intelligent city
[1]. The class of smart software is that which aids the smart
city along these features. A smart software is instrumental in
smart behavior of a device that runs it as it has the capability
to modify the operation of the device to meet the smart city
standards. It increases the interconnectedness of the entire
smart city as it provides for the inclusion of the city’s
computing devices into the sphere of smart agents. The smart
software increases the city’s computational power and
thereby increasing the overall intelligence of the city (the
data centers add to the intelligence as they analyze the data
from the smart software). Therefore, the branch of smart
software are those that are used in making a city more
sustainable by utilizing resources in more intelligent ways
with bigger concern and responsibility leading to smarter
behavior. The software we refer to as smart software work
on the city-wide scale and have the functionalities to balance
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data. The data exchanged can include information regarding
the device’s surroundings (like location of the device),
information regarding the basic functioning of the device
(like energy consumption), information from other
applications, and in some cases personal information. The
exchange of data at a given session is termed as a dataset –
that is to say that the software exchanges information with
the network via discrete datasets (the persistent connection
with the network is through these datasets). Datasets are
accessed by the devices in different locations which may
create local copies or replicas of the datasets to reduce
latencies involved in wide-area data transfers and therefore,
improve application performance [6]. The passage of
datasets from the local devices to the network and vice-versa
is of concern to us as it can pose a host of threats to the entire
system’s functioning. The exchange of information regarding
the device and therefore about its user is done over the
network. This can pose the threat of user data being
accessible to the other devices of the city if proper data
security and privacy monitoring is not exercised. That is, the
threat of unintended sharing of data, while the datasets are
exchanged, can lead to serious invasion of privacy issues.
For example, when the smart software tries to regulate the
power consumption of a device, it will need to access the
functions and power utilization by the application software
that are running in the system – i.e. the reason for the power
usage. In doing so, the smart software may pose a threat to
the integrity of the device by exchanging application data
over the network. This endangers privacy of the user.

the need of the user with respect to the availability of
services/resources
and
minimize
the
use
of
services/resources wherever possible. The need of smart
software is explored in the following sections.
III.

THE ROLE OF SOFTWARE IN SMART CITIES

Smart urban activity is instrumented and monitored by
sensors, which feed data to an organizational layer, which is
then fed back via informatics, such that it can affect urban
activity i.e. modify the operation of infrastructure [3]. This is
the role smart software plays in the smart city – the smart
devices (on which the smart software runs) act as sensors as
well as actuators that modify urban activity. The smart city
comprising devices running smart software can be viewed as
a distributed system which provides services to the city as a
whole. These services generally will provide performance
and fault-tolerance guarantees, conditioned on assumptions
about the behavior of the environment and of the underlying
network substrate [4]. Smart software would make smart
cities more efficient in the view that if all computing devices
(devices that have the capability of running smart software)
were to participate in working towards minimizing the city’s
needs, then the city itself would become more responsive as
well as better functioning. This could then be termed as the
urban mesh – where the city’s individual computing devices
provide data that can be analyzed to make the city smarter,
act as local computing hubs, analyze its surrounding and the
local scenario, and above all, be smart agents that can
communicate with the city’s data centers to work towards a
smarter behavior of the entire city. For this to function as we
envision it, the smart city has to have a network as its
backbone to support the data exchange between the data
centers and the devices running the software. The city-wide
network would have to be the bridge between the devices
and the data centers so that divided as the smart city may be
when it comes to data gathering and local computing
capabilities (with the smart software-enabled devices),
critical decisions – especially regarding the city’s functional
requirements – are performed only after proper data analysis
at the data centers and resource hubs of the city after detailed
examination of the parameters. The software would need to
exchange its local data regarding the device’s functioning
with the network to analyze the functioning of the device and
download the optimal standards for the device’s functioning
from the data centers via the network. The need for smart
software to maintain a persistent connection with the
network is evident from the fact that the city’s related
parameters such as energy consumption, production and
optimization are all real-time and are changing dynamically,
almost instantaneously. As a result of ever increasing
demands on the city infrastructure, the city networks are
continuously changing with time [5].
IV.

Figure 1. Mode of exchange of data between devices with smart
software and the network

B. Problems related to tracking
The smart city has many sensors all over the area to
increase the interconnectedness so that more data can be
collected about the city’s scenario. The sensors have to be
under the control of the smart city’s urban system. They have
to be tracked so that their working/maintenance can be
ensured and the information they provide about their
surroundings is used for analysis. Since the smart software,
too, maintain a persistent connection with the network in
order to provide optimized device functioning details based

KEEPING THE SYSTEM WATER-TIGHT: INVESTIGATING
THE PRIVACY AND SECURITY ISSUES

A. Exchange of application data
The interaction between the smart software and the
network and vice versa (see Fig 1) involves exchange of

519

on the devices’ operation, the software may become prey to
unintended tracking by the system. This is particularly
important because the device themselves act as sensors. The
tracking programs of the system can cause unnecessary and
unwanted surveillance thereby invading privacy of the user
and the surroundings. Worst of all, the information about
consumers tracked through the devices (via the smart
software’s communication of datasets with the network)
around the city can be used by IT companies to extract profit
just as surfing on the web is often tracked unknowingly and
unethically by IT businesses, for the huge profit that it brings
to IT companies through advertisements and endorsements
using the tracked data. Protecting the smart software from
such tracking is not only necessary but should also be a
primary objective of smart urban governance.

E. Increase in personal data thefts
Since the smart software has access to the devices’
functioning parameters, it can also access the users’ files and
personal information. Personal data and documents, sensitive
information like bank accounts and other information can be
a target to data theft if the software’s access to the system is
not well guarded. This has already affected many people and
is termed as identity theft (see Table 1). The smart software
must guard the user information especially ones that include
financial information at all costs.
TABLE I. PREVALENCE OF ID THEFT IN 2005, BY CATEGORY OF MISUSE
IN THE USA [14].
Number of

C. Effects of hacking
Apart from the business intents of extracting information
from the smart software, a greater reason for concern is
hacking of the system. As the smart software has access to
basic functioning of a device, hacking it can trigger a system
failure and malfunction. It can also cause user data to be used
for malicious intent and harassment. Attacks can be targeted
at sensitive data or just to create havoc. In either case, the
system integrity is tested. Attackers gather as much
information as possible about all aspects of an organization’s
security posture. By following a structured methodology,
attackers can systematically glean information from a
multitude of sources to compile this critical footprint on any
organization [7]. Therefore the system has to be able to
withhold data. As long as there is an on-going connection
with the network, all activities have to be firewalled from
hackers because when the smart software accesses the
system data for any purpose, it may pave the way for hackers
to follow to find and exploit weaknesses. This would be
worse than hacking any web account in the sense that the
hard disk of the computer (which is a device running the
smart software) with all its data and user information would
be vulnerable to it.

Category of misuse

Percentage of Adult
Population*

New Accounts & Other
Fraud

0.8 %
(0.5 % - 1.2%)

Misuse of Existing NonCredit Card Account or
Account Number

1.5 %
(1.1% - 2.1%)

3.3
(2.4 – 4.6)

Misuse of Existing Credit
Card or Credit Card
Number

1.4 %
(1.0 % - 2.1%)

3.2
(2.1 – 4.6)

Total Victims in 2005

3.7 %
(3.0% - 4.6%)

8.3
(6.6 – 10.3)

Persons
(millions)**
1.8
(1.2 – 2.8)

*Figures in parentheses are 95% confidence intervals.
**Based on U.S. population age 18 and over of 222.94 million as of July 1, 2005.
http://www.census.gov/popest/states/asrh/tables/SC-EST2005-01Res.xls (visited August 15, 2006).

F. Access to information in data centers
At the higher levels of the network, the information from
individual devices is stored for analysis. This is done using a
connection with the devices to the network. If the security at
the information storage and analysis level is breached, the
entire city’s functional information could be at risk. Each
system, including all servers that are part of the system,
should be protected based on the potential impact to the
system of a loss of confidentiality, integrity, or availability.
Many server security and performance problems can be
traced to a lack of planning or management controls. The
importance of management controls cannot be overstated [9].
The need for proper management of data security over the
network has to be taken into consideration before the smart
software can operate. It is more important because a citywide network will have details about its citizens and thus
will need to be reinforced with proper security measures. The
only problem might be the lack of will for the management
to install the toughest of securities for a city.

D. Authentication of datasets
In an open environment, one might selectively trust only
those hosts under organizational control. In this case, each
host must be required to prove its identity [8]. From the
network, the smart software fetches the datasets. But unless
proper authentication procedure is set up for the software as
well as the network to understand when the datasets are valid
and trusted, it would be susceptible to disguised
misinformation from as well as to the network from
untrusted sources leading to a system failure for the device.
Because the datasets sent is sensitive and involves the
devices’ functioning, unauthenticated datasets can breach
overall functioning of the system and produce
malfunctioning when the device is controlled by the
information that is not from the network. Therefore, it is a
must for the smart software and the city’s network to have
strict authentication process and only grant access if the
sender of the information is clear on all levels of verification.
This might slow down the smart software to some extent.

G. Effect of other applications
The smart software has to interact with two kinds of
software – one which includes the software running on the
device, and the second which includes software on the
network and other devices. Interaction with other software
can have issues that need to be dealt with. The Windows
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must also always run this software for optimum security. The
data protection application as we call it may be similar to the
antivirus software that are used on the PCs for security but
with added functionalities like blocking any suspicious data,
identifying the source using the unique identification number
given to each device. The application only forwards that
information to the applications of the server that is safe. This
also increases the security of the data centers in the sense
that the data centers are only accessed from the network by
the servers. Therefore, if the server is secure, data centers are
also better protected.

operating system provides mechanisms for facilitating
communications and data sharing between applications.
Collectively, the activities enabled by these mechanisms are
called inter-process communications (IPC) [10]. Similarly,
the smart software has to communicate with other software
running on the device, in order to obtain their working
details. The applications themselves may be malicious or
invite attacks on the smart software which will have to
withstand such attack. On the other hand, inter software
communication of data on infected systems can cause breach
of security for both the smart software as well as the other
applications leading to malfunction. Moreover virus and
other malware attack using the network as a medium can
hinder proper functioning of the system or lead to loss of
private data that the system did not authorize access to. Virus
and malwares from the one device may also be transmitted to
another as all devices of the smart city are knitted together
with the network. This means that if one device is affected, it
might spread to more devices over the smart city network.

B. Data scrutiny layer
The devices, in this model, do not have direct access to
the server. The information that the devices want to send to
the network of the smart city are first sent to the data scrutiny
layer. In this layer information that is being sent from the
devices are checked for consistencies among them – why the
data needs to be sent to the network, the amount of data
(because the smart software will only sent a limited amount
of data at a time), source of the data, previous problems that
data from the same source have caused. It also uses
technologies like spam filtering and artificial intelligence to
deal with malicious information. This layer is of particular
importance to deal with the tracking problem mentioned
earlier. In this layer, the data to and from the server are
checked for any traces of tracking. This layer can be
considered as a data filter before the data is sent to the
network.

H. Economic pressure
We have to deal with limited resources - there is never
enough time or money to cover all good features we would
like to put into our software products. Our software products
much operate within a world of limited computer power
[11]. The security measures and the privacy protection levels
are governed by the amount of budget we are prepared to
spend on the smart software system. Major problems will
arise if the system malfunctions not because it is structurally
or strategically weak, but because it lacks the budget that is
required for securing its operations. The failure and success
therefore ultimately rests on the trade-off between secure
system and an economic system. As there is no such thing as
perfect security, there is always a trade-off, especially
between (a) security and cost, and (b) security and usability
[12].
V.

C. Secure smart software for the devices
Each device must themselves also be protected from
harmful applications. Therefore, smart software must be so
designed that they include protection of data and privacy,
anti-eavesdropping facilities, data scans before uploading the
information to the network. The software must also include a
section that deals with indicating to the network when it
detects any vulnerability in the device. In that case, the data
scrutiny layer can block all information being sent from that
device until the problem has been solved.

SECURITY MODEL FOR THE SMART CITY

In the sections given above, we have seen that security
and privacy issues are of primary concern to the working of
the smart city. To curb these issues we may use a model that
we will describe in this section. Here we look at the network
from a lower level – that is we try to increase the security
measures for the servers and devices individually which will
result in the increase in the strength of the network. Since the
smart city’s network is only city-wide, the number of servers
will be reasonably less compared to other networks like the
internet. Therefore, we can use more compact security
applications for the data and applications on the servers. We
propose a model (see Fig 2) where we have all the devices of
the smart city to have a unique identification number using
which the network can identify a device that is
communicating with it. The proposed security model will
have the following sections:

VI.

CONCLUSION

The smartness of a city should be measured by its
participatory governance, its smart economy, its smart urban
mobility, its smart environmental strategy and management
of natural resources, and the presence of its selfǦdecisive,

independent, and aware citizens leading a highǦquality urban

A. The data protection application for the server
This application checks all data that is exchanged
between the server and the rest of the network for any
malicious information that may harm the server. The server

life [13]. To support a smart city, the participation of smart
software is as important as the role of software in other fields
of life. The role of software in smart cities is essential, and
though the concerns discussed in this paper may make it
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[5]

seem that the role of software creates more problems than it
solves, a smart city’s functioning would greatly increase with
the use of smart software. But a host of privacy and security
concerns have to be dealt with because as much as software
aids the smartness of the city, it brings with itself great
threats to the integrity of the civic system. This therefore
work recommends the use of software in smart cities with
enhanced security features and firewalls so that citizens’
individual privacy is never compromised.

[6]
[7]
[8]

[9]
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Figure 2. The proposed smart security model
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